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TEXHOJIOI'TA BLOCKCHAIN B CUCTEMI
3AXHUCTY IHOOPMAIIII

BLOCKCHAIN TECHNOLOGY IN THE INFORMATION
SECURITY SYSTEM

AHomauisi. Hesgaxato4u Ha rnocmiliHe yOOCKOHaneHHsi mexHosnoeil 3axucmy
OaHux i cmeopeHHs1 Hosux 3acobis, iX epasnugicmb y CyyacHUX yMoeax He
MifibKU He 3MeHWyemsbCs, a U nocmitHo 3pocmae. Lle noe’asaHo 3 mum, wo
3/108MUCHUKU 3a80u 3Haxo0smbCsi Ha KpoK rornepedy 8i0 ¢haxigyie i3 3axuc-
my, a NnpeeeHmMuUsHi 3axo0u He MOXymb MOKPUMU 8Ci MOXIUSI 8€KMOpU amakx.
Tomy akmyarnbHicmb rpobnem, nog’asaHux i3 3axucmom iHgpopmauii, yce 6i-
Jibuwe rocusmtoemaCs.

lMpobnema 3axucmy iHghopmauii € bazamornaHo80r, KOMIMIEKCHO i OXOIM/IHe
psI0 saxnueux 3aedaHb. Hanpuknad, koHgiOeHuiliHicmb daHux, sika 3abesrne-
4yembCs 3aCmocy8aHHsIM PisHUX Memodig i 3acobie (kpunmozpghiyHi Memoou
3aKkpuearomb OaHi 8i0 CMOPOHHIX 0Cib, a makox supiwyromb 3abe3rneqyeHHs ix
uinicHocmi); ideHmudbikauisi Kopucmyeaudie Ha OCHO8Ii aHari3y Koodie, suKopuc-
moesyeaHux HUMuU 01151 NidmeepOxxeHHs1 c8oix npas docmymny 0o cucmemu (Me-
pexu), Ha pobomy 3 GaHuUMU | Ha ix 3abe3nevyeHHs1 (3abe3nedyyembcsi 88€0eH-
HsIM 8i0noesiOHUX naporie, BUKOpUCMaHHS biomempuyHUX OaHUXx).

OuesudHo, wWo 3 Yacom KirbKicmb rpucmpoie byde minbKu 3pocmamu, a 3 HUM
i numarHs 3axucmy iHghopmauii. Cb0200Hi HalHadilHiwuMu cucmemamu KOH-
mporto docmyry 00 iHGhopMauii, 8 SAKUX HE 8UKOPUCMOBYHOMbLCS KapmKU, KIito-
Yi, XXemOoHU, rnapori i siki He MoxHa eukpacmu abo empamumu, € 6iomempuyHi
cucmemu KoHmpomo docmyny 0o iHgpopmauii. O0Hak Haeimb i biomempuyHi
OaHi MoxHa nidpobumu — Harnpuknad 3pobumu Konito 8idbumka nanbysi 3 rno-
8epxHi i criokiliHo obitimu cucmemy 3axucmy.

Yci cyyacHi mexHonoeii 3axucmy iHghopmauii € epasnueumu — 6inbWow Yu
MeHWor Miporo. BbriokyelH € miero mexHOomoegier, sika 3a paxyHOK 8UKOPUC-
maHHs 8 6riokax naHutoXKa Kpurnmoepadpii, rew-gyHKYid supiwye 6inbwicms
Ha cb0200HiWHIl OeHb npobnem 6esneku. TexHonoais 6rokyeliH 0380r1s€ 8U-
piwuumu npobnemy, nog’asaHy 3 eidcymHicmio 2apaHmit 3 60Ky nocepedHuKis,
SKi sucmynarome 8 sKocmi mpemix ocib rpu 30ilGCHeHHI mux Yu iHwuXx Oid.
TexHonozisa 6rokyelH nomeHyitiHo 30amHa 3abesnequmu abcomomHy uinic-
Hicmb i KOHiIOeHuiliHicmb, Hadaro4u rpu ybomMy ocobucmy iHghopmauiro, sK-
wo ma HeobxiOHa Ons crnipasu. TakuMm HYUHOM 3pocmae 3axuujeHicmb pe-
cypcy.
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Cmamms micmumpb 0251590 OCHOBHUX MPUHUUMI8 apXimekmypu mexHonoaii
briokyeliH 8 acriekmi sukopucmarHs uiei mexHorsoeil y cucmemi 3axucmy iH-
gopmauji.

Knrouyoei cnoea: 6riokueliH; 3axucm iHgopmauii; uinicHicms; kKibepamaka;
yugbposa sariroma; Kpumepii 3axuujeHHocmi.

Abstract. Despite the constant improvement of data protection technologies
and the creation of new tools, their vulnerability in modern conditions not only
does not decrease, but also constantly increases. This is due to the fact that
attackers are always one step ahead of cybersecurity specialists, and
preventive measures cannot cover all possible vectors of attacks. Therefore,
the urgency of issues related to information security is growing.

The problem of information security is multifaceted, complex and covers a
number of important tasks. For example, data confidentiality, which is ensured
by the use of various methods and tools (encryption closes data from third
parties, as well as solves the problem of their integrity); identification of the user
on the basis of the analysis of the codes used by them for confirmation of the
rights to access to system (network), to work with data and on their
maintenance (it is provided by entering of the corresponding passwords, use of
biometric data).

Obviously, over time, the number of devices will only grow, and with it the issue
of information security. Today, the most reliable systems for controlling access
to information, which do not use cards, keys, tokens, passwords and which
cannot be stolen or lost, are biometric systems for controlling access to
information. However, even biometric data can be forged — for example, make a
copy of a fingerprint from the surface and safely bypass the protection system.

All modern information security technologies are vulnerable — to a greater or
lesser extent. Blockchain is a technology that, through the use of cryptography
chains and hash functions in blocks, solves most security problems to date.
Blockchain technology solves the problem associated with the lack of
guarantees from intermediaries who act as third parties in the implementation
of certain actions.

Blockchain technology has the potential to provide absolute integrity and
confidentiality, while providing personal information if necessary. This increases
the security of the resource.

The article provides an overview of the basic principles of the architecture of
blockchain technology in terms of the use of this technology in information
security.

Keywords: blockchain; information security; integrity; cyberattack; digital
currency; security criteria.

Beryn: B indopmartiiiHy ernoxy nuTaHHS O€3MEKd TaHUX CTa€ Ofl-

HUM 3 HABKJIMBIMINX. 3AETHCS, IO BCE HAIIC KUTTS BiJCITIIKOBY-
€Thcs yepe3 0asu naHuX, a Hama KoH(imeHIiHa iHpOpMaIlis craia
BPA3JIMBOIO SIK HIKOJIH.

3 TosIBOIO K16epnpOCTopy opraHisarlii Oe3y[MHHO BHSBISIOTE Bpa-

3IIMBOCTI y CBOIX Mepexkax i BIPOBA/PKYIOTh HOBI 3acodu 3axucty. Lli
3aX0/u MaroTh OyTH e€(EeKTUBHUMH MPOTH KibepaTak Ha OCHOBHI BJla-
CTMBOCTI 1H(popMaIlii, 1110 3aXUIIAE€THCS. — KOH(IAEHIIHHOCTI, IIiTic-
HOCTI Ta JJOCTYITHOCTI, @ HE IPOCTO <«JUIs TAJIOUKI.

Hocranoska nmpooaemu: CyudacHi 3aC00H 3aXHCTy HE MOXKYTb 3a-

0e3neunTH I[OCT&THII/I plBGHB 3aXI/IH_IeHHOCTl lH(l)OpMaLlll Bl,I[ KOMILJIC-
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KCy LJICHANpaBICHUX aTakK, sIKI HeCyTh HaWOuiblly 3arposy. Haii-
KpallliM 3ac000M 3aXHCTy € pobOTa Ha BUIICPEIUKCHHS, TOOTO 3podu-
TH TaK, 100 y 3JI0YHHIS HaBiTh HE OyJO 3MOTH CKOMIPOMETYBAaTH
cucTeMy. 3 TOYKH 30py ITICHOCTI, 4yI0BUM DILICHHSAM € TE€XHOJIOTis
6aokueiin (Blockchain). Came Bona no3sosste 3abesneuntn 100 % 3a-
XHCT NEBHUX BIACTHBOCTEH iH(popMmaLlii anpiopi, abo e Bike Oyae He
6nokueitn. Came 11€ TBEpKECHHS 1 3yMOBIIIOE AKTya/IbHICTh o0Opanoi
Temu. briokdeiil Moxke OyTH 3aCTOCOBAHMIA JUISL ICPEBIPKH OHOBJICHE,
6oporsOu 3 DDoS, 3axucty nepumerpy npucTpoiB, BIAMOBH BiJ na-
POJIIB, 3aXUCTY JAHIIOXKKIB TOCTABOK, KOHTPOJIIO LUTICHOCTI TOMITHK 1
KOHQIrypawii, a TaKoK JULsl yIPaBIliHHs l,ZleHTI/I(l)lKaLIII/IHI/IMI/I JTAHUMU.
[ e TiNBKM MOYATOK, OCKINBKA GIOKYEHH HANPSMICHHMI Ha 3aXHCT
LUTICHOCTI 1H(1)opMau11, IO € OJIHOIO 13 OCHOBHHX BIIACTUBOCTEH iH-
¢dopmanii. Ataku Ha KOH(IIEHIIHHICTD, IIUIICHICTD 1 JTIOCTYNHICTD €
OCHOBHUM HabOpOM 3JI0BMHCHHKIB, 32 JOIIOMOIOO sIKHX BOHH IIyKa-
I0Th CIIA0KE MICIIE, 1100 MOTPANUTH Y CHCTEMY Ta CKOMIIPOMETYBATH
ii. Bok4eiiH MponoHye abCOMIOTHY IUTICHICTb, SIKY HEMOXIIUBO Mij-
pobuTH.

Konnenmiro nanmoxkiB 6510kiB 3anpononysaB y 2008 p. Caromi
Hakamoto (Satoshi Nakamoto). Brepmie peamizoBana Bona Oyna B
2009 pomi sk cknagoBa 1udpoBoi Bamotn — Bitcoin, ae OokueiH
I'pa€ poiib TOJIOBHOTO 3arajbHOTO PEECTPy Ui BCiX omepariiil. TexHo-
JIOTisl JO3BOJISIE OpPraHizallisiM CIPOCTUTH CIIJIbHI poOoUl MOTOKH (Ha-
TIPUKJIAJ, JIAHITIOXKKH TTOCTABOK), OOMIHIOIOUH 1 BIJICTEXKYIOUH PeCyp-
CM 1 TpaH3akuli B 3araJbHOMY peecTpi (4acTO Ha3UBA€ETHCS
TEXHOJIOTIE0 po3MoIiiIeHoro peectpy abo DLT).

AHaJii3 oCTaHHIX JocaizKeHb i myOJikaniii, y SKMX 3a1104aTko-
BaHO PO3B’S3aHHS MPOOJIEMHU CTBOPEHHS CTIHKHX 1 HAIIHHUX PO3IO-
JUICHUX MEpeX, Mmokasas, mo HaykoBili J[. Tamckorr, A. Tamnckorr,
P. Borrenxodep, Mapk Annepcen, Jlesin Yaym, Anam bak, Beit Jlaid,
Xen ®inni, EnByn lennon, @pinpix Kacicku, Maprin XeJIMaH ®i-
Jin L[HMepMaH Ta iHII, MPHUCBATWINA PI3HUM aCIEKTaM TEXHOJIOTIl
6mokyeifHy Oararo yBaru Ta 4yacy [0].

Briepiie npo GJIoK4eiH 3aroBOPHIIN 3 TOSBOIO ITH(PPOBHUX BAIIOT.
He nuBHO, mo came B (iHaHcoBii cdepi 3adikcyBamu pizke 30171b-
IICHHSI HAYKOBUX JIOCIIJKCHb IIOJI0 BIPOBAKEHHS OJOKYCHHY ISt
3aXUCTY TU(PPOBUX aKTHUBIB.

IlenTpanpHi GaHKM CBITY 3a KUIbKAa OCTAaHHIX POKIB MPOWIIIN
NUIAX Bi HEMPUAHATTS caMoi i7el 10 MUIOTHUX TMPOCKTIB HAIliOHAIb-
Hoi udpoBoi BamtoTu (central bank digital currency, CBDC).

VY [0] Llentpanbuuii 6aHK U(pPOBUX BAIIOT BUKJIAB CBOI Harpa-
IIIOBaHHSI CTOCOBHO PO3BUTKY MOTeHLiany IudpoBux BamoT. Ha mo-
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yatky 2020 poky B po6oty Hag CBDC — BiJ BUBYEHHS MUTaHHA 10
peani3aui'1' MJIOTHOTO MPOEKTY — Oyiu 3anyqui 80 %, abo woTupH 3
KOXHHUX II'SITU LCHTPaNbHUX OaHKIiB y KpaiHaX, HA CYKYIHY YacTKy
SIKMX TPUIIAJAE TPU IBEPTI CBITOBOro HaceneHHs 1 90 % rnobanbHOI
€KOHOMIKH.

VY BepecHi — x0BTHI 2020 poKy MOXKJIMBICTh BUITYCKY LU(POBOI
BAJIIOTH aKTHBHO 00roBoproroTh IeHTpoOanku: ®PC CIIA, €spo-
neiicekuii LB, bank Aunrmii, bank Pocii. ayTe akTHBHI 00rOBOpEeHHS
B HartionansHoMy banky YKpalHH

Cboronui JOCIHIIKCHHAME OJIOKYCHHY 3aiiMArOThCsl HAMOLIbLI
KOMIIaHii B yChOMY CBITi, 30kpeMa MixHapoaHuii BamroTHUN (oHI.
Kpicrin Jlarapn, rnasa €L1b, y [0] Haronomrye, 1o SKIo OCHOBHA Ya-
CTHMHA TUIATEeXXiB Oy/1€ MPOBOAUTHUCS 32 JONOMOTOI0 NU(POBUX ramMaH-
1iB, a He OAHKIBCBKUX PaxyHKIB, 1 OyJile HOMIHOBaHa B IIPUBATHIN 1M-
(poBHIi BaJIIOTI, TPOIIOBUI CYBEPEHITET MOXKE OYTH OCIa0ICHHIA.

Epin Inrnim, romoBHuit crparer 3 nuranb Oe3neku B Microsoft, y
[0] 3amponoHyBana peagbHI MOXKIMBOCTI 3MEHIICHHS PU3HMKY KiOep-
Oe3mneKu ISl CUCTeMH 1H(GOPMAIIHHIX TEXHOJIOTIH 3aBISIKH TEXHOJO-
rii OJIOKYEHH. HpaKTI/IKI/I PO3TJISTHYJIM TUTaHHS PO3MILICHHS OJOKYei-
Hy Ha XMapHil ruardopmi, Hampuknax Microsoft Azure, mo
JIO3BOJTMJIO MIJBUIIUTH KiOEP3aXUCT 3aBISIKM KOHTPOJIO JOCTYIY Ha
miatdopmi.

TakuM 9YMHOM MeTO CTATTI € OIS JOLLIbHOCTI BUKOPUCTAHHS
TEXHOJIOTIT OJoKYeiHyY 11 iHQOopMaIiiHOT OE3MeKn Ta JJIs BIIOCKO-
HAJICHHs CHCTEMH 3aXUCTy iHdopmauii 3 ormssy Ha (yHKUIOHAIBHI
KpUTEPil 3aXUIIEHHOCTI.

brox4eiin 3a CBO€IO MPUPOIOI0 MOXKE 3a0€3MeUUTH aOCOMOTHY I1i-
JICHICTH 1H(OpMAaIii, 0 3HAYHO MIABUIIUTH 3aXHINCHICTh CHCTEMHU
3aXUCTY BiJl TAKUX aTak, K Moaudikarii, iMiTamis BiAmpaBHUKA, TIO-
BTOpHA Tiepe/iada MOBIIOMIICHHS YK Bi,uMOBa BII HOBi,ZLOMJ'IeHHSI

3rizao 3 HJL T3I 1.1-003-99 kputepisMu OLIHKH 3aXHIICHOCTI €

CYKYIHICTb BUMOT, IO BUKOPHCTOBYETBCS JUISl OLIIHKH eheKTHBHOCTI
(yHKIIOHANBHUX MOCITYT Oe3MeKH 1 KOPEeKTHOCTI iX peamsauii [0].
Cucrema i3 OmokueitHoMm Biamosinae kputepito «L[/1-4. AGcomoTHa
noBipya muticHicTh» Ta 113-3. «[loBHa mimicHicTs Tipu 0OMiHI» [0].

Bukiax ocHoBHOro marepiaiay: BiokdeiH-Mepexi po3moauIeHi
MDK yciMa KOMII 0TepaMi apTHepiB (Mepexka KoHcopuiymy). KoxeH
NAapTHEP MOXKE BiACTE)KYBATH KOXKHY TPAH3aKLIIO B MEPEXKi B pexUMI
peanpHOrO Yacy. Kpim Toro, mapTHep Moke BIAXWINTH HENPaBUIIbHI
TpaH3akilii, mepm HiK BOHM OyIyTh 3acTOcoBaHi a0 peectpy. Lle
CTPOIIY€E ayAUT 1 3HAYHO 3HWKYE PH3MK maxpaicTsa. Jlo Toro x a0
PO3pOOKH OJIATKIB JIAHITIOYKKA TIOCTABOK 1 3araJiIbHUX POOOYHX MMOTO-
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KIB PO3pOOHMKM BIAKPUBAIOTh HOBI KaHAINW HAJXOJKEHHS JIOXOMY,
CTBOPIOKOYH HOBI POAYKTH 1 cny>1<61/1 Ha OCHOBI OJIOKUEHHY.

YyacHuku IICHCHTpaJIISOBaHOI Mepexi pa3oM 30epiratoTs iHPOp-
Mallifo, o 00pOOIIIOETECS B Hii, Y BUIIIS/ 3aXHIICHUX KpUrrorpadi-
€10 OJIOKIB 3 JJaHUMH. 3a JIOTIOMOT0I0 AJITOPUTMIB KOHCEHCYCY ydac-
HUKHU BUPILIYIOTh, IKUM YAHOM BOHH OYJyTh JAOBIPSTU OJUH OJHOMY.
s Mepexi BaXITMBO, 00 TpaH3akilis OyJsia CXBaJieHa OLTBIIOI0 Jac-
TUHOIO YYacHHKIB Mepexi (mopir 51 %), Tiibku micias 1poro Oyne 10-
JTAaHO HOBHH OJIOK IO JIAHIIIOTa, SKWH HISK HE MOYKHA ITOTIM 3MIHUTH.

OcCKibKH Mepeka — JACLIEHTpalli30BaHa, HE ICHY€E SIKOTOCh IIEHT-
pabHOTO xaba, 1e 30epiraeTbes Best iHpOpMaLis, abo mocepeHIKa,
SIKHIT y3TOJKy€e poboTy Mepexi Mix 2 croponamu. Lls Mepexa abco-
JIOTHO BIJPI3HAETHCA BIJ 3BUMHAX HAaM LCHTPANI30BAHMX MEPEK, 1€
000B’SI3KOBO € TOJIOBHUM HOJ, KU KOOPIUHYE POOOTY BCIET CTPYK-
TypH.

bnoku B naHIIOkKYy OJ0KUeliHY HE MOXKYTh OyTH 3MIHEH1 ab0 BU-
JaJIeH1, TOMY 1110 KOXKEH HACTYITHHA JIAHIIFOYKOK MIiCTUTh T'elll ToTepe-
nHBOTO OOKy. TakuM YuHOM, HisSIKI MaHIMyJsMmii 3 iHpopMaIlieo B
OII0K4eiiHI He NpoiayTh HeroMideHnmu [0].

3aranom TEXHOIOTs OIOKYCHHY OyMy€eThCs Ha 3 BETHUC3HUX KH-
Tax, M0 BiJOKPEMITIOIOTH 11 BiJl IHITMX TEXHOJOTIH (puc. 1).

Hl MIPUHIIATIA BiTOOPaKalOTh JCsIKi acleKTH KibepOesmeku. Pos-
IJITHEMO KOKHY 3 XapaKTepUCTHUK JieTalbHile 3 ToukH 30py Ib.

Jenenrpamizarisi € epeKTUBHUM 3aco00M TPOTH (anbcudikamii
0a3 nmaHux. B cepeaHbOCTATHCTUYHHX MEpeXax, J€ € TOJOBHUMN
LICHTP, 3JI0BMUCHUKAM JOCTaTHBO 3aBJaTH HEIONPABHOI MIKOIM LbO-
My LEHTPY, IIO € €MHOK TOYKOK BIIMOBH. B nenentpamisopaiit
Mepeski Takui MiIXig He Moxe OyTH pealli3oBaHMH, OCKUIbKA JaHI
30epiraroTbesi po3noaiieHo. €AuHui BuXix — MoaAn(iKyBaTH i JaHi
y KOXXHOTO YYacHUKa. AJie Tenep MOCTa€ MUTAHHS SIK 3MYCUTH OiJb-
ITICThH MITBEPIUTH IIFO 3MiHY Ta BHECTH B JIAHITFOXKOK.

AeyeHmpani-

20BaQMicme Heaminnicmo Mpo3opicme

Puc. 1. OcHOBHI XapaKTEePHCTUKN OJOKUCHHY
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Skmo Mepeka Mpaioe 3a alropuTMoM KoHceHcycy Proof Of
Work, 3HanoOIATbCS BEMMYE3HI OOCATH KOMIIFOTEPHUX MOTY)KHOC-
Teil, IHO6 peanizyBaTh TaKy i7et0. 3BUYAHHO e PIMICHHS € Hee(eKTH-
BHIM, TOMY LIYKAalOThb THYUKiI criocobu. Moga iife came mpo 6110k-
yeitH y Bitcoin, ockinpku ¢opku (fork — BHeceHHs 3MiH B
MONEepPeHbO BU3HAYEHOMY MPOTOKOII Mepexi OJOoKYelHy) mepiol
M(POBOI BATIOTH, SK MEHII TII00ATLHO PO3MOiICHI, MAlOTh TIEBHI
Bpa3IMBOCTI.

bnokueitH Mae o4eBHIHI IepeBaru Haj IHIIMMHU CHCTEMaMH, ajie
Oy/ab-sika cucTeMa, SIKOr O ifeanbHOI BOHA He Oylia, HE MOXKE BBa-
YKATHCS TIOBHICTIO Oe3revHor0. B icTopii yXke € BUIMaaKku IHIUICHTIB
HOPYILIEHHS! KOH(DIASHIIHHOCTI, LITICHOCTI YM JOCTYIHOCTI. Sckpa-
BUM npukiagoM € Mt Gox [0]. Ha mouarky 2014 poxy Mt Gox, 0it-
KOMH-O01p>ka, 1o Oa3yeTbes B SmnoHii, Oysia HaWOUIBIIOW Y CBITI, 00-
pobusitoun monan 70 % ycix GiTKOWH-TpaH3akmii. J[o KiHIS JTIOTOTO
TOTO K POKY BOHA 30aHKpyTLIa.

Bapto 3a3HaunTH, 110 BpaXOBYIOYH MONEPEHIN JOCBIA, OJIOKYCHH
CTa€ HEMiTHOMHOI0 HONICIO /ISl KpafiiB iH(opmarii 3aBIsSKA eKCIo-
HCHLIIHOMY yCKIIQ[[HCHHIO ONEPALliil MiAPOOKH OmokiB sanirora. To-
My 6e3yMOBHO OyIyTb CIIPOOH 3JI0BKUBAHHS 1 MaHll'IyJ'IIOBaHHH na
TEXHOJIOTI€I0, MPOBOIATHCS PO3PAXyHKH HA CTIHKICTh OJOKYCHHY B
TIOCTKBAHTOBY epy, alle Ui Lboro Oyze HOTp16H0 3HAYHO OLUTBINE Ya-
CY, PECYpCIB i 3yCHIIb, HK Y BUNIAAKY 3 TPAAULIAHIMH TEXHOIOTISMH.

CporomHi HalcIabIIUM MiCLIEM y CUCTEMi MPAKTUYHOTO 3aCTOCY-
BaHHs OJIOKuUelHy € neHTpani3oBaHi Oipxi. Came BOHU € jKepTBaMU
YHCJICHHUX aTaK 4epe3 CBOIO IIEHTPaTi30BaHICTh. [ 0JOBHUIA PHHINT
y Takiif apXiTEeKTypl € HalBpa3IUBILIMM MICIEM, SIKMH HISK HE MOXe
OyTH yCyHyTHi#l. 3aBISKH I[bOMY 3pOCTE MOIMUT Ha JCIEHTPATi30BaHi
CHCTEMH.

VY CBIIOMITIOIOUM TIepeBark TEXHOJOrIl OJI0KYelH, 6araTo oprasi-
3aIiif MOYMHAIOTH BIPOBAKYBATH ii B cBOIO HisuibHICTH [0]. Hampu-
knan, B Ectonii po3po0unu GrokueiH-uiatdhopMy Ui JemapTaMeHTy
oxopoHH 3710poB’s. Ha Hiit 30epiraeTscst iHpOpMaIIis, O CTOCYETHCS
BI3WTIB JI0 JIIKapiB, PELETITH, aHATI3H, ICTOPIS XBOPOO TOIIIO.

Y xinui 2018 poxy IBM samycruna miarpopmy Food Trust, mo6
JIOTIOMOI'TH KOMITaHIsSIM OOPOTHCS 3 KOHTPA(aKToOM 1 BYaCHO pealrizo-
BYBATH TOBAp, y AKOr0 3aKIHUyETHCS TEPMiH MpuaaTHOCTI. Jlo miar-
dbopmu migkmroumincs Taki kommaxii, sk Nestle, Unilever, mepexi
cynepmapketiB Walmart i Carrefour. Lle o0xomutbes iM y JeCATKH
TUCSIY JI0JIapiB, ajie JOIOMarae 3aollaJUTH B COTHI pa3iB OuIbIIeE.
bnokueiin sIBHO 3apekoMeH/IyBaB ceO0e HOBHM PiBHEM PO3BUTKY 1HITY-
CTpii, HaBITh 32 MEKaMHU CEKTOpa iHPOpPMaIIifHOT Oe3TMeKH.
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TexHosorist 6J0KueiiHy HEpPO3pUBHO OB s13aHa 13 IIM(PPOBUMH Ba-
JIIOTaMH, TOMY 1 B IIiii cepi crocTepiraloTbes TEBHI 3pyIICHHS, 0CO-
OJIMBO B ACHEKTI NPUHHATTS KPUITOBAIIOT. YKpaiHa 3a pe3ysbTaTaMu
JOCIIDKEHHS TJIO0ANBHOTO 1HAEKCY MPUHHATTS KPHUIITOBAIIOT OYO-
JIFOE CTIMCOK KPaiH, /1€ CIOCTEePIraeThcs OypXJIMBE MOMIUPEHHS KOPHC-
TyBaHHs KpUTOBamoTamu. [lani Oynu omyOsiKoBaHHI y  3BiTi
«Chainalysis 2020 Geography of Cryptocurrency « 2020 poxky [0].
PeliTuHT KpaiH 3a IHACKCOM MPUHHATTS MMOKa3aHo B Tadi. 1.

Tabnuys 1
PEATHUHI IHAEKCY NPUMHSATTSI KPUIITOBAJIIOTH Y CBITI

PelTHHT 1TOKa3HUKIB
Kpaina Oninka Panr | Otpumana | Otpumana | KirbkicTs Bapricts
LIHHICTh B | po3apiOHa OHJIalH- 00MiHy

JIAHIIO31 BapTiCTh JIETIO3UTIB P2P
VYkpaina 1 1 4 4 7 11
Pocis 0,931 2 7 8 5 9
Benecyena 0,799 3 19 14 15 2
Kwurait 0,672 4 1 1 95 53
Kenis 0,645 5 37 11 57 1
CIIA 0,627 6 5 6 39 16
2&?55;‘;‘3 0526 | 7 12 9 41 10
Hirepis 0,459 8 14 7 112 3
KoymGist 0,444 9 25 18 61 4
B’eTtnam 0,443 10 2 2 44 81

XKonna 3 kpain He 30MpaeThCs 3yNMUHATHCS HA JOCSATHYTOMY Ta
CTBOPIOE CIIPUSTIUBI YMOBH JJISl PO3BUTKY PUHKY HU(PPOBUX BAIIIOT.

SIk TOKa3aB MOCBiJ BUKOPUCTAHHS HU(POBUX BAIIOT, KPUITOTPaA-
¢is Ta IpoyMaHi €KOHOMIUHI CTUMYJIM MOKYTb CTBOPUTH Oe3NeUHui
croci0 30epiraHHs 1 ympaBiiHHS (DiHAHCOBUMH aKTHBaMHU Ta iHQOp-
MaLi€0, BKIIFOYAI0IH 0COOKCTY 1H(pOpMALLitO.

BucnoBku: He3anexxHo Bix Toro, A€ i IK BAKOPHCTOBYETHCS 0J10-
KYelH, KIFOYOBHM (DaKTOPOM HOro BUKOPHCTAHHS SIK TEXHOJIOTI] 3a-
XHCTY 1H(1)opMau11 € JIeTIeHTpai3alis.

Ko kOHTpOIB HocTymy, MepexeBuid Tpadik i HaBiTh cami JaHi
Olnblie He 30epiraloThCsl B OJHOMY MICL{l, KIOEp3/IOUMHILSIM CTA€ Ha-
OaraTo CKJIa/IHIIIE aTaKyBaTH iH(OpMaIliiiHI pecypcH.

167



[TinroroBka no Bumycky CBDC 3aiiMae poku, BUMararo4u BHU-
BUYCHHSI aJIbTEPHATHBHHUX MOJEINCH, payHNiB TPOMAaJICHKUX KOHCYIb-
Tallii, MDKHapOJHOTO OOMiHY JOCBIIOM 1 6araToeTaHuX eKCIepuMe-
HTiB. [lIBHaKOT MOsBM mU(POBHX HAIIOHATHHUX BaJIOT OYiKyBaTH
HaBPSI Y¥ BapTO. Ajie BUBUATH 1 OyMyBaTH MOEI HEOOXiTHO.

Ile moxe o3HauaTH OUTBIIMHN PiBEHb OE3MEKH Ta MEHIIY Bpa3iu-
BicTh. [lomyNspHICTP BHKOPUCTAHHS TEXHOJIOTII OJOKYEHHY TUTBKH
3pocTaTUMe, 110 03HAYa€ MOKIIMBICTH MPOIOBXKUTH JOCIIIKEHHS TTH-
TaHHS BUKOPUCTaHHS OJIOKYEHHY B CHCTEMI 3aXHCTy iHpOpMaIii 1
JUSUTBHOCTEH PI3HOTO HAIPSMKY.
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